Contract#  AR2472

STATE OF UTAH COOPERATIVE CONTRACT

CONTRACTING PARTIES: This contract is between the Division of Purchasing and the following Contractor:

Carahsoft Technology Corporation LEGAL STATUS OF CONTRACTOR
Name [ sole Proprictor
860 Michael Faraday Drive, Suite [00 []  Non-Profit Corporation
Address For-Profit Corporation
Reston VA 20190 [ Partnership
City State Zip 0 Gaovernment Agency

Conlact Person Bethany Blackwell Phone #703-230-7435  Email NASPO@carahsoll.com
Vendor #VCO000116540 Commodity Code #920-05

GENERAL PURPOSE OF CONTRACT: Contractor is permitted 10 provide the Cloud Solutions identified in Attachment B to
Parlicipating States once a Participating Addendum has been signed

PROCUREMENT PROCESS: This contract is entered into as a result of the procurement process on Bidf/CH 16012,

CONTRACT PERIOD: Effective Date: 10/14/2016 Termination Date: 09/15/2026 unless terminated carly or extended in accordance
with the terms and conditions of this contract. Note: Pursuant to Solicitation #CH 16012, Contract must re-cerlify its qualifications each
year.

Administrative Fee, as described in the Solicitation and Attachment A: The Contractor shall pay to NASPO ValuePoint, or its assignee,
a NASPO ValuePoint Administrative Fee of one-quarter of one pereent (0.25% or 0.0025) no later than 60 days lollowing the end of
each calendar quarter, The NASPO ValucPoint Administrative Fee shall be submitted quarterly and is based on sales of the Services.

ATTACHMENT A: NASPO ValuePoint Master Terms and Conditions, including the attached Exhibits
ATTACHMENT B: Scope of Services Awarded to Contractor

ATTACHMENT C: Pricing Discounts and Pricing Schedule

ATTACHMENT D: Contractor's Response to Solicitation #CH16012

ATTACHMENT E: Service Offering EULAs

Any conflicts between Attachment A and the other Attachments will be resolved in favor of Attachment A.
DOCUMENTS INCORPORATED INTO THIS CONTRACT BY REFERENCE BUT NOT ATTACHED:

a. All other governmental laws, regulations, or actions applicable to the goods and/or services authorized by this contract.
b. Utah State Procurement Code and the Procurement Rules.

Each signatory below represents that he or she has the requisite authority 1o enter into this contract.

IN WITNESS WHEREQF, the partics sign and cause this contract 1o be executed.

CONTRACTOR P STATE ﬁg@‘/\
e / Vo e e o . A . 7
7// e 7 10/11/16 W L. (3.0b
Honltractor's signature Date Director. MSLT of Purchasing Dale
Robert Moore, Vice President
Type or Print Name and Title
Christopher Hughes 801-538-3254 christopherhughes@utah gov
Division of Purchasing Contoet Person Telephone Number IFax Number Limal

{Revision 16 June 2016)
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NASPO

ValuePoint

Attachment A: NASPO ValuePoint Master Agreement Terms and Conditions
1. Master Agreement Order of Precedence

a. Any Order placed under this Master Agreement shall consist of the following
documents:

(1) A Participating Entity’s Participating Addendum’ (“PA”);

(2) NASPO ValuePoint Master Agreement Terms & Conditions, including the applicable
Exhibits? to the Master Agreement;

(3) The Solicitation;

(4) Contractor’s response to the Solicitation, as revised (if permitted) and accepted by
the Lead State; and

(5) A Service Level Agreement issued against the Participating Addendum.

b. These documents shall be read to be consistent and complementary. Any conflict
among these documents shall be resolved by giving priority to these documents in the
order listed above. Contractor terms and conditions that apply to this Master Agreement
are only those that are expressly accepted by the Lead State and must be in writing and
attached to this Master Agreement as an Exhibit or Attachment.

2. Definitions - Unless otherwise provided in this Master Agreement, capitalized terms
will have the meanings given to those terms in this Section.

Confidential Information means any and all information of any form that is marked as
confidential or would by its nature be deemed confidential obtained by Contractor or its
employees or agents in the performance of this Master Agreement, including, but not
necessarily limited to (1) any Purchasing Entity’s records, (2) personnel records, and (3)
information concerning individuals, is confidential information of Purchasing Entity.

Contractor means the person or entity providing solutions under the terms and
conditions set forth in this Master Agreement. Contractor also includes its employees,
subcontractors, agents and affiliates who are providing the services agreed to under the

1 A Sample Participating Addendum will be published after the contracts have been awarded.
2 The Exhibits comprise the terms and conditions for the service models: Paa$, laaS, and PaaS.
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Data means all information, whether in oral or written (including electronic) form,
created by or in any way originating with a Participating Entity or Purchasing Entity, and
all information that is the output of any computer processing, or other electronic
manipulation, of any information that was created by or in any way originating with a
Participating Entity or Purchasing Entity, in the course of using and configuring the
Services provided under this Agreement.

Data Breach means any actual or reasonably suspected non-authorized access to or
acquisition of computerized Non-Public Data or Personal Data that compromises the
security, confidentiality, or integrity of the Non-Public Data or Personal Data, or the
ability of Purchasing Entity to access the Non-Public Data or Personal Data.

Data Categorization means the process of risk assessment of Data. See also “High
Risk Data”, “Moderate Risk Data” and “Low Risk Data”.

Disabling Code means computer instructions or programs, subroutines, code,
instructions, data or functions, (including but not limited to viruses, worms, date bombs
or time bombs), including but not limited to other programs, data storage, computer
libraries and programs that self-replicate without manual intervention, instructions
programmed to activate at a predetermined time or upon a specified event, and/or
programs purporting to do a meaningful function but designed for a different function,
that alter, destroy, inhibit, damage, interrupt, interfere with or hinder the operation of the
Purchasing Entity’s’ software, applications and/or its end users processing environment,
the system in which it resides, or any other software or data on such system or any
other system with which it is capable of communicating.

Fulfillment Partner means a third-party contractor qualified and authorized by
Contractor, and approved by the Participating State under a Participating Addendum,
who may, to the extent authorized by Contractor, fulfill any of the requirements of this
Master Agreement including but not limited to providing Services under this Master
Agreement and billing Customers directly for such Services. Contractor may, upon
written notice to the Participating State, add or delete authorized Fulfilment Partners as
necessary at any time during the contract term. Fulfillment Partner has no authority to
amend this Master Agreement or to bind Contractor to any additional terms and
conditions.

High Risk Data is as defined in FIPS PUB 199, Standards for Security Categorization
of Federal Information and Information Systems (“High Impact Data”).

Infrastructure as a Service (laaS) as used in this Master Agreement is defined the
capability provided to the consumer to provision processing, storage, networks, and
other fundamental computing resources where the consumer is able to deploy and run
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arbitrary software, which can include operating systems and applications. The
consumer does not manage or control the underlying cloud infrastructure but has
control over operating systems, storage, deployed applications; and possibly limited
control of select networking components (e.g., host firewalls).

Intellectual Property means any and all patents, copyrights, service marks,
trademarks, trade secrets, trade names, patentable inventions, or other similar
proprietary rights, in tangible or intangible form, and all rights, title, and interest therein.

Lead State means the State centrally administering the solicitation and any resulting
Master Agreement(s).

Low Risk Data is as defined in FIPS PUB 199, Standards for Security Categorization of
Federal Information and Information Systems (“Low Impact Data”).

Master Agreement means this agreement executed by and between the Lead State,
acting on behalf of NASPO ValuePoint, and the Contractor, as now or hereafter
amended.

Moderate Risk Data is as defined in FIPS PUB 199, Standards for Security
Categorization of Federal Information and Information Systems (“Moderate Impact Data”).

NASPO ValuePoint is the NASPO ValuePoint Cooperative Purchasing Program,
facilitated by the NASPO Cooperative Purchasing Organization LLC, a 501(c)(3) limited
liability company (doing business as NASPO ValuePoint) is a subsidiary organization
the National Association of State Procurement Officials (NASPO), the sole member of
NASPO ValuePoint. The NASPO ValuePoint Cooperative Purchasing Organization
facilitates administration of the cooperative group contracting consortium of state chief
procurement officials for the benefit of state departments, institutions, agencies, and
political subdivisions and other eligible entities (i.e., colleges, school districts, counties,
cities, some nonprofit organizations, etc.) for all states and the District of Columbia. The
NASPO ValuePoint Cooperative Development Team is identified in the Master
Agreement as the recipient of reports and may be performing contract administration
functions as assigned by the Lead State.

Non-Public Data means High Risk Data and Moderate Risk Data that is not subject to
distribution to the public as public information. It is deemed to be sensitive and
confidential by the Purchasing Entity because it contains information that is exempt by
statute, ordinance or administrative rule from access by the general public as public
information.

Participating Addendum means a bilateral agreement executed by a Contractor and a
Participating Entity incorporating this Master Agreement and any other additional
Participating Entity specific language or other requirements, e.g. ordering procedures
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specific to the Participating Entity, other terms and conditions.

Participating Entity means a state, or other legal entity, properly authorized to enter
into a Participating Addendum.

Participating State means a state, the District of Columbia, or one of the territories of
the United States that is listed in the Request for Proposal as intending to participate.
Upon execution of the Participating Addendum, a Participating State becomes a
Participating Entity.

Personal Data means data alone or in combination that includes information relating to
an individual that identifies the individual by name, identifying number, mark or
description can be readily associated with a particular individual and which is not a
public record. Personal Information may include the following personally identifiable
information (PIl): government-issued identification numbers (e.g., Social Security,
driver’s license, passport); financial account information, including account number,
credit or debit card numbers; or Protected Health Information (PHI) relating to a person.

Platform as a Service (PaaS) as used in this Master Agreement is defined as the
capability provided to the consumer to deploy onto the cloud infrastructure consumer-
created or -acquired applications created using programming languages and tools
supported by the provider. This capability does not necessarily preclude the use of
compatible programming languages, libraries, services, and tools from other sources.
The consumer does not manage or control the underlying cloud infrastructure including
network, servers, operating systems, or storage, but has control over the deployed
applications and possibly application hosting environment configurations.

Product means any deliverable under this Master Agreement, including Services,
software, and any incidental tangible goods.

Protected Health Information (PHI) means individually identifiable health information
transmitted by electronic media, maintained in electronic media, or transmitted or
maintained in any other form or medium. PHI excludes education records covered by
the Family Educational Rights and Privacy Act (FERPA), as amended, 20 U.S.C.
1232g, records described at 20 U.S.C. 1232g(a)(4)(B)(iv) and employment records held
by a covered entity in its role as employer. PHI may also include information that is a
subset of health information, including demographic information collected from an
individual, and (1) is created or received by a health care provider, health plan,
employer or health care clearinghouse; and (2) relates to the past, present or future
physical or mental health or condition of an individual; the provision of health care to an
individual; or the past, present or future payment for the provision of health care to an
individual; and (a) that identifies the individual; or (b) with respect to which there is a
reasonable basis to believe the information can be used to identify the individual.
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Purchasing Entity means a state, city, county, district, other political subdivision of a
State, and a nonprofit organization under the laws of some states if authorized by a
Participating Addendum, who issues a Purchase Order against the Master Agreement
and becomes financially committed to the purchase.

Services mean any of the specifications described in the Scope of Services that are
supplied or created by the Contractor pursuant to this Master Agreement.

Security Incident means the possible or actual unauthorized access to a Purchasing
Entity’s Non-Public Data and Personal Data the Contractor believes could reasonably
result in the use, disclosure or theft of a Purchasing Entity’s Non-Public Data within the
possession or control of the Contractor. A Security Incident also includes a major
security breach to the Contractor’'s system, regardless if Contractor is aware of
unauthorized access to a Purchasing Entity’s Non-Public Data. A Security Incident may
or may not turn into a Data Breach.

Service Level Agreement (SLA) means a written agreement between both the
Purchasing Entity and the Contractor that is subject to the terms and conditions in this
Master Agreement and relevant Participating Addendum unless otherwise expressly
agreed in writing between the Purchasing Entity and the Contractor. SLAs should
include: (1) the technical service level performance promises, (i.e. metrics for
performance and intervals for measure), (2) description of service quality, (3)
identification of roles and responsibilities, (4) remedies, such as credits, and (5) an
explanation of how remedies or credits are calculated and issued.

Software as a Service (SaaS) as used in this Master Agreement is defined as the
capability provided to the consumer to use the Contractor’s applications running on a
Contractor’s infrastructure (commonly referred to as ‘cloud infrastructure). The
applications are accessible from various client devices through a thin client interface
such as a Web browser (e.g., Web-based email), or a program interface. The consumer
does not manage or control the underlying cloud infrastructure including network,
servers, operating systems, storage, or even individual application capabilities, with the
possible exception of limited user-specific application configuration settings.

Solicitation means the documents used by the State of Utah, as the Lead State, to
obtain Contractor’s Proposal.

Statement of Work means a written statement in a solicitation document or contract
that describes the Purchasing Entity’s service needs and expectations.

6. Discount Guarantee Period: All discounts must be guaranteed for the entire term of
the Master Agreement. Participating Entities and Purchasing Entities shall receive the
immediate benefit of price or rate reduction of the services provided under this Master
Agreement. A price or rate reduction will apply automatically to the Master Agreement
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and an amendment is not necessary.

8. Confidentiality, Non-Disclosure, and Injunctive Relief

a. Confidentiality. Contractor acknowledges that it and its employees or agents may, in
the course of providing a Product under this Master Agreement, be exposed to or
acquire information that is confidential to Purchasing Entity’s or Purchasing Entity’s
clients. Any reports or other documents or items (including software) that result from
the use of the Confidential Information by Contractor shall be treated in the same
manner as the Confidential Information. Confidential Information does not include
information that (1) is or becomes (other than by disclosure by Contractor) publicly
known; (2) is furnished by Purchasing Entity to others without restrictions similar to
those imposed by this Master Agreement; (3) is rightfully in Contractor’s possession
without the obligation of nondisclosure prior to the time of its disclosure under this
Master Agreement; (4) is obtained from a source other than Purchasing Entity without
the obligation of confidentiality, (5) is disclosed with the written consent of Purchasing
Entity or; (6) is independently developed by employees, agents or subcontractors of
Contractor who can be shown to have had no access to the Confidential Information.

b. Non-Disclosure. Contractor shall hold Confidential Information in confidence, using
at least the industry standard of confidentiality, and shall not copy, reproduce, sell,
assign, license, market, transfer or otherwise dispose of, give, or disclose Confidential
Information to third parties or use Confidential Information for any purposes whatsoever
other than what is necessary to the performance of Orders placed under this Master
Agreement. Contractor shall advise each of its employees and agents of their
obligations to keep Confidential Information confidential. Contractor shall use
commercially reasonable efforts to assist Purchasing Entity in identifying and preventing
any unauthorized use or disclosure of any Confidential Information. Without limiting the
generality of the foregoing, Contractor shall advise Purchasing Entity, applicable
Participating Entity, and the Lead State immediately if Contractor learns or has reason
to believe that any person who has had access to Confidential Information has violated
or intends to violate the terms of this Master Agreement, and Contractor shall at its
expense cooperate with Purchasing Entity in seeking injunctive or other equitable relief
in the name of Purchasing Entity or Contractor against any such person. Except as
directed by Purchasing Entity, Contractor will not at any time during or after the term of
this Master Agreement disclose, directly or indirectly, any Confidential Information to
any person, except in accordance with this Master Agreement, and that upon
termination of this Master Agreement or at Purchasing Entity’s request, Contractor shall
turn over to Purchasing Entity all documents, papers, and other matter in Contractor's
possession that embody Confidential Information. Notwithstanding the foregoing,
Contractor may keep one copy of such Confidential Information necessary for quality
assurance, audits and evidence of the performance of this Master Agreement.

c. Injunctive Relief. Contractor acknowledges that breach of this section, including
disclosure of any Confidential Information, will cause irreparable injury to Purchasing
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Entity that is inadequately compensable in damages. Accordingly, Purchasing Entity
may seek and obtain injunctive relief against the breach or threatened breach of the
foregoing undertakings, in addition to any other legal remedies that may be available.
Contractor acknowledges and agrees that the covenants contained herein are
necessary for the protection of the legitimate business interests of Purchasing Entity
and are reasonable in scope and content.

d. Purchasing Entity Law. These provisions shall be applicable only to extent they are
not in conflict with the applicable public disclosure laws of any Purchasing Entity.

9. Right to Publish: Throughout the duration of this Master Agreement, Contractor must
secure prior approval from the Lead State or Participating Entity for the release of any
information that pertains to the potential work or activities covered by the Master
Agreement , including but not limited to reference to or use of the Lead State or a
Participating Entity’s name, Great Seal of the State, Coat of Arms, any Agency or other
subunits of the State government, or any State official or employee, for commercial
promotion which is strictly prohibited. News releases or release of broadcast e-mails
pertaining to this Master Agreement or Participating Addendum shall not be made without
prior written approval of the Lead State or a Participating Entity.

The Contractor shall not make any representations of NASPO ValuePoint's opinion or
position as to the quality or effectiveness of the services that are the subject of this
Master Agreement without prior written consent. Failure to adhere to this requirement
may result in termination of the Master Agreement for cause.

11. Changes in Contractor Representation: The Contractor must notify the Lead State
of changes in the Contractor’'s key administrative personnel, in writing within 10 calendar
days of the change. The Lead State reserves the right to approve changes in key
personnel, as identified in the Contractor’s proposal. The Contractor agrees to propose
replacement key personnel having substantially equal or better education, training, and
experience as was possessed by the key person proposed and evaluated in the
Contractor’'s proposal.

13. Indemnification and Limitation of Liability

a. The Contractor shall defend, indemnify and hold harmless NASPO, NASPO
ValuePoint, the Lead State, Participating Entities, and Purchasing Entities, along with
their officers, agents, and employees as well as any person or entity for which they may
be liable, from and against claims, damages or causes of action including reasonable
attorneys’ fees and related costs for any death, bodily injury, or damage to real or
tangible property arising directly or indirectly from the negligent or wrongful act(s),
error(s), or omission(s) of the Contractor, its employees or subcontractors or volunteers,
at any tier, relating to the performance under the Master Agreement.

b. Indemnification — Intellectual Property. The Contractor shall defend, indemnify and
hold harmless NASPO, NASPO ValuePoint, the Lead State, Participating Entities,
Purchasing Entities, along with their officers, agents, and employees as well as any
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person or entity for which they may be liable ("Indemnified Party"), from and against
claims, damages or causes of action including reasonable attorneys’ fees and related
costs arising out of the claim that the Product or its use, infringes Intellectual Property
rights (“Intellectual Property Claim") of another person or entity.

(1) The Contractor's obligations under this section shall not extend to:

a. Any use of the Services provided hereunder not contemplated in the
product documentation.

b. Any use of the Services provided hereunder in combination with other
products not contemplated hereunder or in the documentation, any use
of modification of the Services provided hereunder except as permitted
by this Agreement.

(2) The Indemnified Party shall notify the Contractor within a reasonable time
after receiving notice of an Intellectual Property Claim. Even if the Indemnified Party
fails to provide reasonable notice, the Contractor shall not be relieved from its
obligations unless the Contractor can demonstrate that it was prejudiced in defending
the Intellectual Property Claim resulting in increased expenses or loss to the Contractor
and then only to the extent of the prejudice or expenses. If the Contractor promptly and
reasonably investigates and defends any Intellectual Property Claim, it shall have
control over the defense and settlement of it. However, the Indemnified Party must
consent in writing for any money damages or obligations for which it may be
responsible. The Indemnified Party shall furnish, at the Contractor’s reasonable request
and expense, information and assistance necessary for such defense. If the Contractor
fails to vigorously pursue the defense or settlement of the Intellectual Property Claim,
the Indemnified Party may assume the defense or settlement of it and the Contractor
shall be liable for all costs and expenses, including reasonable attorneys’ fees and
related costs, incurred by the Indemnified Party in the pursuit of the Intellectual Property
Claim. Unless otherwise agreed in writing, this section is not subject to any limitations of
liability in this Master Agreement or in any other document executed in conjunction with
this Master Agreement.

b. Except as otherwise set forth in the Indemnification Paragraphs above, the limit of

liability shall be as follows:
i. Contractor’s liability for any claim, loss or liability arising out of, or connected
with the Services provided, and whether based upon default, or other liability
such as breach of contract, warranty, negligence, misrepresentation or
otherwise, shall in no case exceed direct damages in: (i) an amount equal to two
(2) times the charges specified in the Purchase Order for the Services, or parts
thereof forming the basis of the Purchasing Entity's claim, (said amount not to
exceed a total of twelve (12) months charges payable under the applicable
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Purchase Order) or (ii) two million dollars ($2,000,000), whichever is greater.
ii. The Purchasing Entity may retain such monies from any amount due
Contractor as may be necessary to satisfy any claim for damages, costs and the
like asserted against the Purchasing Entity unless Contractor at the time of the
presentation of claim shall demonstrate to the Purchasing Entity’s satisfaction
that sufficient monies are set aside by the Contractor in the form of a bond or
through insurance coverage to cover associated damages and other costs.
iii. Notwithstanding the above, neither the Contractor nor the Purchasing Entity
shall be liable for any consequential, indirect or special damages of any kind
which may result directly or indirectly from such performance, including, without
limitation, damages resulting from loss of use or loss of profit by the Purchasing
Entity, the Contractor, or by others.
iv. The limitations of liability in Section 43 will not apply to claims for bodily injury or
death as set forth in Section 13, and Section 30 when made applicable under a specific
purchase order.

16. Insurance

a. Unless otherwise agreed in a Participating Addendum, Contractor shall, during the
term of this Master Agreement, maintain in full force and effect, the insurance described
in this section. Contractor shall acquire such insurance from an insurance carrier or
carriers licensed to conduct business in each Participating Entity’s state and having a
rating of A-, Class VII or better, in the most recently published edition of Best’'s Reports.
Failure to buy and maintain the required insurance may result in this Master
Agreement’s termination or, at a Participating Entity’'s option, result in termination of its
Participating Addendum.

b. Coverage shall be written on an occurrence basis. The minimum acceptable limits
shall be as indicated below, with no deductible for each of the following categories:

(1) Commercial General Liability covering premises operations, independent
contractors, products and completed operations, blanket contractual liability,
personal injury (including death), advertising liability, and property damage,
with a limit of not less than $1 million per occurrence/$3 million general
aggregate;

(2) CLOUD MINIMUM INSURANCE COVERAGE:

Data Breach and Privacy/Cyber

Liability including Technology Crime Insurance
Level of Errors and Omissions Minimum Insurance
Risk Minimum Insurance Coverage Coverage

Low $2,000,000 $2,000,000
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Moderate $5,000,000 $5,000,000

High $10,000,000 $10,000,000

(3) Contractor must comply with any applicable State Workers Compensation or
Employers Liability Insurance requirements.

(4) Professional Liability. As applicable, Professional Liability Insurance Policy in
the minimum amount of $1,000,000 per occurrence and $1,000,000 in the
aggregate, written on an occurrence form that provides coverage for its work
undertaken pursuant to each Participating Addendum.

c. Contractor shall pay premiums on all insurance policies. Such policies shall also
reference this Master Agreement and shall have a condition that they not be revoked by
the insurer until thirty (30) calendar days after notice of intended revocation thereof shall
have been given to Purchasing Entity and Participating Entity by the Contractor.

d. Prior to commencement of performance, Contractor shall provide to the Lead State a
written endorsement to the Contractor's general liability insurance policy or other
documentary evidence acceptable to the Lead State that (1) names the Participating
States identified in the Request for Proposal as additional insureds, (2) provides that no
material alteration, cancellation, non-renewal, or expiration of the coverage contained in
such policy shall have effect unless the named Participating State has been given at
least thirty (30) days prior written notice, and (3) provides that the Contractor’s liability
insurance policy shall be primary, with any liability insurance of any Participating State
as secondary and noncontributory. Unless otherwise agreed in any Participating
Addendum, the Participating Entity’s rights and Contractor’s obligations are the same as
those specified in the first sentence of this subsection. Before performance of any
Purchase Order issued after execution of a Participating Addendum authorizing it, the
Contractor shall provide to a Purchasing Entity or Participating Entity who requests it the
same information described in this subsection.

e. Contractor shall furnish to the Lead State, Participating Entity, and, on request, the
Purchasing Entity copies of certificates of all required insurance within thirty (30)
calendar days of the execution of this Master Agreement, the execution of a
Participating Addendum, or the Purchase Order’s effective date and prior to performing
any work. The insurance certificate shall provide the following information: the name
and address of the insured; name, address, telephone number and signature of the
authorized agent; name of the insurance company (authorized to operate in all states);
a description of coverage in detailed standard terminology (including policy period,
policy number, limits of liability, exclusions and endorsements); and an acknowledgment
of the requirement for notice of cancellation. Copies of renewal certificates of all
required insurance shall be furnished within thirty (30) days after any renewal date.
These certificates of insurance must expressly indicate compliance with each and every
insurance requirement specified in this section. Failure to provide evidence of coverage
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may, at sole option of the Lead State, or any Participating Entity, result in this Master
Agreement’s termination or the termination of any Participating Addendum.

f. Coverage and limits shall not limit Contractor’s liability and obligations under this
Master Agreement, any Participating Addendum, or any Purchase Order.

17. Laws and Regqulations: Any and all Services offered and furnished shall comply
fully with all applicable Federal and State laws and regulations.

The federal and state laws, regulations, policies, standards, and guidelines that
Contractors doing business with the Participating Entities must be aware of, include, but
not limited to: Criminal Justice Information Services (CJIS) Security Policy; Federal
Educational Rights and Privacy Act (FERPA); Federal Information Security
Management Act (FISMA); National Institute of Technology Standards; Gramm-Leach-
Bliley Act (GLB) Act; Health Insurance Portability and Accountability Act (HIPAA);
Health Information Technology for Economic and Clinical Health Act (HITECH); IRS
Publication 1075; Payment Card Industry Data Security Standard (PCI DSS); Sarbanes-
Oxley Act (SOX); Electronic Communications Privacy Act, Stored Communications Act
and the PATRIOT Act. The listis intentionally United States-centric, and is not intended
to be all-inclusive. Further, since laws, regulations, requirements and industry guidelines
change, consulting definitive sources to assure a clear understanding of compliance
requirements is critical. Many State Entities have additional program compliance
requirements that must be considered in addressing compliance. (e.g., DMV Privacy
Act, Public Service Law, etc.).

20. Participants and Scope

a. Contractor may not deliver Services under this Master Agreement until a Participating
Addendum acceptable to the Participating Entity and Contractor is executed. The
NASPO ValuePoint Master Agreement Terms and Conditions are applicable to any
Order by a Participating Entity (and other Purchasing Entities covered by their
Participating Addendum), except to the extent altered, modified, supplemented or
amended by a Participating Addendum. By way of illustration and not limitation, this
authority may apply to unique delivery and invoicing requirements, confidentiality
requirements, defaults on Orders, governing law and venue relating to Orders by a
Participating Entity, indemnification, and insurance requirements. Statutory or
constitutional requirements relating to availability of funds may require specific language
in some Participating Addenda in order to comply with applicable law. The expectation
is that these alterations, modifications, supplements, or amendments will be addressed
in the Participating Addendum or, with the consent of the Purchasing Entity and
Contractor, may be included in the ordering document (e.g. purchase order or contract)
used by the Purchasing Entity to place the Order.

b. Subject to subsection 20c and a Participating Entity’s Participating Addendum, the
use of specific NASPO ValuePoint cooperative Master Agreements by state agencies,
political subdivisions and other Participating Entities (including cooperatives) authorized
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by individual state’s statutes to use state contracts is subject to the approval of the
respective State Chief Procurement Official.

c. Unless otherwise stipulated in a Participating Entity’s Participating Addendum,
specific services accessed through the NASPO ValuePoint cooperative Master
Agreements for Cloud Services by state executive branch agencies, as required by a
Participating Entity’s statutes, are subject to the authority and approval of the
Participating Entity’s Chief Information Officer's Office®.

d. Obligations under this Master Agreement are limited to those Participating Entities
who have signed a Participating Addendum and Purchasing Entities within the scope of
those Participating Addenda. Financial obligations of Participating States are limited to
the orders placed by the departments or other state agencies and institutions having
available funds. Participating States incur no financial obligations on behalf of political
subdivisions.

e. NASPO ValuePoint is not a party to the Master Agreement. It is a nonprofit
cooperative purchasing organization assisting states in administering the NASPO
ValuePoint cooperative purchasing program for state government departments,
institutions, agencies and political subdivisions (e.g., colleges, school districts, counties,
cities, etc.) for all 50 states, the District of Columbia and the territories of the United
States.

f. Participating Addenda shall not be construed to amend the terms of this Master
Agreement between the Lead State and Contractor.

g. Participating Entities who are not states may under some circumstances sign their
own Participating Addendum, subject to the approval of participation by the Chief
Procurement Official of the state where the Participating Entity is located. Coordinate
requests for such participation through NASPO ValuePoint. Any permission to
participate through execution of a Participating Addendum is not a determination that
procurement authority exists in the Participating Entity; they must ensure that they have
the requisite procurement authority to execute a Participating Addendum.

h. Resale. Subject to any explicit permission in a Participating Addendum, Purchasing
Entities may not resell goods, software, or Services obtained under this Master
Agreement. This limitation does not prohibit: payments by employees of a Purchasing
Entity as explicitly permitted under this agreement; sales of goods to the general public
as surplus property; and fees associated with inventory transactions with other
governmental or nonprofit entities under cooperative agreements and consistent with a
Purchasing Entity’s laws and regulations. Any sale or transfer permitted by this

3 Chief Information Officer means the individual designated by the Governor with Executive Branch, enterprise-
wide responsibility for the leadership and management of information technology resources of a state.
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subsection must be consistent with license rights granted for use of intellectual property.

22. Data Access Controls: Contractor will provide access to Purchasing Entity’s Data
only to those Contractor employees, contractors and subcontractors (“Contractor Staff”)
who need to access the Data to fulfill Contractor’s obligations under this Agreement.
Contractor shall not access a Purchasing Entity’s user accounts or Data, except on the
course of data center operations, response to service or technical issues, as required by
the express terms of this Master Agreement, or at a Purchasing Entity’s written request.

Contractor may not share a Purchasing Entity’'s Data with its parent corporation, other
affiliates, or any other third party without the Purchasing Entity’s express written
consent.

Contractor will ensure that, prior to being granted access to the Data, Contractor Staff
who perform work under this Agreement have successfully completed annual instruction
of a nature sufficient to enable them to effectively comply with all Data protection
provisions of this Agreement; and possess all qualifications appropriate to the nature of
the employees’ duties and the sensitivity of the Data they will be handling.

23. Operations Management: Contractor shall maintain the administrative, physical,
technical, and procedural infrastructure associated with the provision of the Product in a
manner that is, at all times during the term of this Master Agreement, at a level equal to
or more stringent than those specified in the Solicitation. Contractor must maintain any
certifications required under the Solicitation.

24. Public Information: This Master Agreement and all related documents are subject
to disclosure pursuant to the Purchasing Entity’s public information laws.

26. Records Administration and Audit.

a. The Contractor shall maintain books, records, documents, and other evidence
pertaining to this Master Agreement and orders placed by Purchasing Entities under it
to the extent and in such detail as shall adequately reflect performance and
administration of payments and fees. Contractor shall permit the Lead State, a
Participating Entity, a Purchasing Entity, the federal government (including its grant
awarding entities and the U.S. Comptroller General), and any other duly authorized
agent of a governmental agency, to audit, inspect, examine, copy and/or transcribe
Contractor's books, documents, papers and records directly pertinent to this Master
Agreement or orders placed by a Purchasing Entity under it for the purpose of making
audits, examinations, excerpts, and transcriptions. This right shall survive for a period
of six (6) years following termination of this Agreement or final payment for any order
placed by a Purchasing Entity against this Agreement, whichever is later, to assure
compliance with the terms hereof or to evaluate performance hereunder.

b. Without limiting any other remedy available to any governmental entity, the
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Contractor shall reimburse the applicable Lead State, Participating Entity, or Purchasing
Entity for any overpayments inconsistent with the terms of the Master Agreement or
orders or underpayment of fees found as a result of the examination of the Contractor’s
records.

c. The rights and obligations herein exist in addition to any quality assurance obligation
in the Master Agreement requiring the Contractor to self-audit contract obligations and
that permits the Lead State to review compliance with those obligations.

d. The Contractor shall allow the Purchasing Entity to audit conformance to the Master
Agreement and applicable Participating Addendum terms. The purchasing entity may
perform this audit or contract with a third party at its discretion and at the purchasing
entity’s expense.

27. Administrative Fees: The Contractor shall pay to NASPO ValuePoint, or its
assignee, a NASPO ValuePoint Administrative Fee of one-quarter of one percent
(0.25% or 0.0025) no later than 60 days following the end of each calendar quarter. The
NASPO ValuePoint Administrative Fee shall be submitted quarterly and is based on
sales of the Services. The NASPO ValuePoint Administrative Fee is not negotiable. This
fee is to be included as part of the pricing submitted with proposal.

Additionally, some states may require an additional administrative fee be paid directly to
the state on purchases made by Purchasing Entities within that state. For all such
requests, the fee level, payment method and schedule for such reports and payments
will be incorporated into the Participating Addendum that is made a part of the Master
Agreement. The Contractor may adjust the Master Agreement pricing accordingly for
purchases made by Purchasing Entities within the jurisdiction of the state. All such
agreements shall not affect the NASPO ValuePoint Administrative Fee percentage or
the prices paid by the Purchasing Entities outside the jurisdiction of the state requesting
the additional fee. The NASPO ValuePoint Administrative Fee shall be based on the
gross amount of all sales at the adjusted prices (if any) in Participating Addenda.

28. System Failure or Damage: In the event of system failure or damage caused by
Contractor or its Services, the Contractor agrees to use its best efforts to restore or
assist in restoring the system to operational capacity.

29. Title to Product: If access to the Product requires an application program interface
(API), Contractor shall convey to Purchasing Entity an irrevocable and perpetual license
to use the API.

30. Data Privacy: When required by a specific purchase order issued under this
Agreement or a Participating Addendum and accepted by the Contractor, the Contractor
must comply with all applicable laws related to data privacy and security, including IRS
Pub 1075. Prior to entering into a SLA with a Purchasing Entity, the Contractor and
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Purchasing Entity must cooperate and hold a meeting to determine the Data
Categorization to determine whether the Contractor will hold, store, or process High
Risk Data, Moderate Risk Data and Low Risk Data. The Contractor must document the
Data Categorization in the SLA or Statement of Work.

31. Warranty: At a minimum the Contractor must warrant the following:

a. Contractor has acquired any and all rights, grants, assignments, conveyances,
licenses, permissions, and authorization for the Contractor to provide the Services
described in this Master Agreement.

b. Contractor will perform materially as described in this Master Agreement, SLA,
Statement of Work, including any performance representations contained in the
Contractor’s response to the Solicitation by the Lead State.

c. Contractor represents and warrants that the representations contained in its response
to the Solicitation by the Lead State.

d. The Contractor will not interfere with a Purchasing Entity’s access to and use of the
Services it acquires from this Master Agreement.

e. The Services provided by the Contractor are compatible with and will operate
successfully with any environment (including web browser and operating system)
specified by the Contractor in its response to the Solicitation by the Lead State.

f. The Contractor warrants that the Products it provides under this Master Agreement
are free of malware. The Contractor must use industry-leading technology to detect and
remove worms, Trojans, rootkits, rogues, dialers, spyware, etc.

32. Transition Assistance:

a. The Contractor shall reasonably cooperate with other parties in connection with all
Services to be delivered under this Master Agreement, including without limitation any
successor service provider to whom a Purchasing Entity’s Data is transferred in
connection with the termination or expiration of this Master Agreement. The Contractor
shall assist a Purchasing Entity in exporting and extracting a Purchasing Entity’s Data,
in a format usable without the use of the Services and as agreed by a Purchasing
Entity, at no additional cost to the Purchasing Entity. Any transition services requested
by a Purchasing Entity involving additional knowledge transfer and support may be
subject to a separate transition Statement of Work.

b. A Purchasing Entity and the Contractor shall, when reasonable, create a Transition
Plan Document identifying the transition services to be provided and including a
Statement of Work if applicable.
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c. The Contractor must maintain the confidentiality and security of a Purchasing Entity’s
Data during the transition services and thereafter as required by the Purchasing Entity.

35. Debarment : The Contractor certifies, to the best of its knowledge, that neither it nor
its principals are presently debarred, suspended, proposed for debarment, declared
ineligible, or voluntarily excluded from participation in this transaction (contract) by any
governmental department or agency. This certification represents a recurring
certification made at the time any Order is placed under this Master Agreement. If the
Contractor cannot certify this statement, attach a written explanation for review by the
Lead State.

37. Governing Law and Venue

a. The procurement, evaluation, and award of the Master Agreement shall be governed
by and construed in accordance with the laws of the Lead State sponsoring and
administering the procurement. The construction and effect of the Master Agreement
after award shall be governed by the law of the state serving as Lead State (in most
cases also the Lead State). The construction and effect of any Participating Addendum
or Order against the Master Agreement shall be governed by and construed in
accordance with the laws of the Participating Entity’s or Purchasing Entity's State.

b. Unless otherwise specified in the RFP, the venue for any protest, claim, dispute or
action relating to the procurement, evaluation, and award is in the Lead State. Venue
for any claim, dispute or action concerning the terms of the Master Agreement shall be
in the state serving as Lead State. Venue for any claim, dispute, or action concerning
any Order placed against the Master Agreement or the effect of a Participating
Addendum shall be in the Purchasing Entity’s State.

c. If a claim is brought in a federal forum, then it must be brought and adjudicated solely
and exclusively within the United States District Court for (in decreasing order of
priority): the Lead State for claims relating to the procurement, evaluation, award, or
contract performance or administration if the Lead State is a party; the Participating
State if a named party; the Participating Entity state if a named party; or the Purchasing
Entity state if a named party.

d. This section is also not a waiver by the Participating State of any form of immunity,
including but not limited to sovereign immunity and immunity based on the Eleventh
Amendment to the Constitution of the United States.

40. Contract Provisions for Orders Utilizing Federal Funds: Pursuant to Appendix Il
to 2 Code of Federal Regulations (CFR) Part 200, Contract Provisions for Non-Federal
Entity Contracts Under Federal Awards, Orders funded with federal funds may have
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additional contractual requirements or certifications that must be satisfied at the time the
Order is placed or upon delivery. These federal requirements may be proposed by
Participating Entities in Participating Addenda and Purchasing Entities for incorporation
in Orders placed under this master agreement.

42. NASPO ValuePoint Summary and Detailed Usage Reports: In addition to other
reports that may be required by this solicitation, the Contractor shall provide the
following NASPO ValuePoint reports.

a. Summary Sales Data. The Contractor shall submit quarterly sales reports directly to
NASPO ValuePoint using the NASPO ValuePoint Quarterly Sales/Administrative Fee
Reporting Tool found at http://www.naspo.org/WNCPQ/Calculator.aspx. Any/all sales
made under the contract shall be reported as cumulative totals by state. Even if
Contractor experiences zero sales during a calendar quarter, a report is still required.
Reports shall be due no later than 30 day following the end of the calendar quarter (as
specified in the reporting tool).

b. Detailed Sales Data. Contractor shall also report detailed sales data by: (1) state; (2)
entity/customer type, e.g. local government, higher education, K12, non-profit; (3)
Purchasing Entity name; (4) Purchasing Entity bill-to and ship-to locations; (4)
Purchasing Entity and Contractor Purchase Order identifier/number(s); (5) Purchase
Order Type (e.g. sales order, credit, return, upgrade, determined by industry practices);
(6) Purchase Order date; (7) Ship Date; (8) and line item description, including product
number if used. The report shall be submitted in any form required by the solicitation.
Reports are due on a quarterly basis and must be received by the Lead State and
NASPO ValuePoint Cooperative Development Team no later than thirty (30) days after
the end of the reporting period. Reports shall be delivered to the Lead State and to the
NASPO ValuePoint Cooperative Development Team electronically through a
designated portal, email, CD-Rom, flash drive or other method as determined by the
Lead State and NASPO ValuePoint. Detailed sales data reports shall include sales
information for all sales under Participating Addenda executed under this Master
Agreement. The format for the detailed sales data report is in shown in Attachment F.

c. Reportable sales for the summary sales data report and detailed sales data report
includes sales to employees for personal use where authorized by the solicitation and
the Participating Addendum. Report data for employees should be limited to ONLY the
state and entity they are participating under the authority of (state and agency, city,
county, school district, etc.) and the amount of sales. No personal identification
numbers, e.g. names, addresses, social security numbers or any other numerical
identifier, may be submitted with any report.

d. Contractor shall provide the NASPO ValuePoint Cooperative Development
Coordinator with an executive summary each quarter that includes, at a minimum, a list
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of states with an active Participating Addendum, states that Contractor is in negotiations
with and any PA roll out or implementation activities and issues. NASPO ValuePoint
Cooperative Development Coordinator and Contractor will determine the format and
content of the executive summary. The executive summary is due 30 days after the
conclusion of each calendar quarter.

e. Timely submission of these reports is a material requirement of the Master
Agreement. The recipient of the reports shall have exclusive ownership of the media
containing the reports. The Lead State and NASPO ValuePoint shall have a perpetual,
irrevocable, non-exclusive, royalty free, transferable right to display, modify, copy, and
otherwise use reports, data and information provided under this section.

f. If requested by a Participating Entity, the Contractor must provide detailed sales data
within the Participating State.

43. Entire Agreement: This Master Agreement, along with any attachment, contains
the entire understanding of the parties hereto with respect to the Master Agreement
unless a term is modified in a Participating Addendum with a Participating Entity. No
click-through, or other end user terms and conditions or agreements required by the
Contractor (“Additional Terms”) provided with any Services hereunder shall be binding
on Participating Entities or Purchasing Entities, even if use of such Services requires an
affirmative “acceptance” of those Additional Terms before access is permitted.



Exhibit 1 to the Master Agreement: Software-as-a-Service

1.

Data Ownership: The Purchasing Entity will own all right, title and interest in its data that is
related to the Services provided by this Master Agreement. The Contractor shall not access
Purchasing Entity user accounts or Purchasing Entity data, except (1) in the course of data
center operations, (2) in response to service or technical issues, (3) as required by the express
terms of this Master Agreement, Participating Addendum, SLA, and/or other contract
documents, or (4) at the Purchasing Entity’s written request.

Contractor shall not collect, access, or use user-specific Purchasing Entity Data except as strictly
necessary to provide Service to the Purchasing Entity. No information regarding a Purchasing
Entity’s use of the Service may be disclosed, provided, rented or sold to any third party for any
reason unless required by law or regulation or by an order of a court of competent jurisdiction. This
obligation shall survive and extend beyond the term of this Master Agreement.

2. Data Protection: Protection of personal privacy and data shall be an integral part of the

business activities of the Contractor to ensure there is no inappropriate or unauthorized use of
Purchasing Entity information at any time. To this end, the Contractor shall safeguard the
confidentiality, integrity and availability of Purchasing Entity information and comply with the
following conditions:

a. The Contractor shall implement and maintain appropriate administrative, technical and
organizational security measures to safeguard against unauthorized access, disclosure or
theft of Personal Data and Non-Public Data. Such security measures shall be in accordance
with recognized industry practice and not less stringent than the measures the Contractor
applies to its own Personal Data and Non-Public Data of similar kind.

b. All data obtained by the Contractor in the performance of the Master Agreement shall
become and remain the property of the Purchasing Entity.

c. All Personal Data shall be encrypted at rest and in transit with controlled access. Unless
otherwise stipulated, the Contractor is responsible for encryption of the Personal Data. Any
stipulation of responsibilities will identify specific roles and responsibilities and shall be
included in the service level agreement (SLA), or otherwise made a part of the Master
Agreement.

d. Unless otherwise stipulated, the Contractor shall encrypt all Non-Public Data at rest and
in transit. The Purchasing Entity shall identify data it deems as Non-Public Data to the
Contractor. The level of protection and encryption for all Non-Public Data shall be identified
in the SLA.

e. Atno time shall any data or processes — that either belong to or are intended for the
use of a Purchasing Entity or its officers, agents or employees — be copied, disclosed or
retained by the Contractor or any party related to the Contractor for subsequent use in any
transaction that does not include the Purchasing Entity.



f. The Contractor shall not use any information collected in connection with the Services
issued from this Master Agreement for any purpose other than fulfilling the Services.

3. Data Location: The Contractor shall provide its services to the Purchasing Entity and its end
users solely from data centers in the U.S. Storage of Purchasing Entity data at rest shall be
located solely in data centers in the U.S. The Contractor shall not allow its personnel or
contractors to store Purchasing Entity data on portable devices, including personal computers,
except for devices that are used and kept only at its U.S. data centers. The Contractor shall
permit its personnel and contractors to access Purchasing Entity data remotely only as required
to provide technical support. The Contractor may provide technical user support on a 24/7 basis
using a Follow the Sun model, unless otherwise prohibited in a Participating Addendum.

4. Security Incident or Data Breach Notification:

a. Incident Response: Contractor may need to communicate with outside parties regarding
a security incident, which may include contacting law enforcement, fielding media inquiries
and seeking external expertise as mutually agreed upon, defined by law or contained in the
contract. Discussing security incidents with the Purchasing Entity should be handled on an
urgent as needed basis, as part of Contractor’s communication and mitigation processes as
mutually agreed upon, defined by law or contained in the Master Agreement.

b. Security Incident Reporting Requirements: The Contractor shall report a security
incident to the Purchasing Entity identified contact immediately as soon as possible or
promptly without out reasonable delay, or as defined in the SLA.

¢. Breach Reporting Requirements: If the Contractor has actual knowledge of a confirmed
data breach that affects the security of any purchasing entity’s content that is subject to
applicable data breach notification law, the Contractor shall (1) as soon as possible or
promptly without out reasonable delay notify the Purchasing Entity, unless shorter time is
required by applicable law, and (2) take commercially reasonable measures to address the
data breach in a timely manner.

5. Personal Data Breach Responsibilities: This section only applies when a Data Breach occurs
with respect to Personal Data within the possession or control of the Contractor.

a. The Contractor, unless stipulated otherwise, shall immediately notify the appropriate
Purchasing Entity identified contact by telephone in accordance with the agreed upon
security plan or security procedures if it reasonably believes there has been a security
incident.

b. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate
Purchasing Entity identified contact within 48 hours or sooner by telephone, unless shorter
time is required by applicable law, if it has confirmed that there is, or reasonably believes
that there has been a Data Breach. The Contractor shall (1) cooperate with the Purchasing
Entity as reasonably requested by the Purchasing Entity to investigate and resolve the Data
Breach, (2) promptly implement necessary remedial measures, if necessary, and (3)



document responsive actions taken related to the Data Breach, including any post-incident
review of events and actions taken to make changes in business practices in providing the
services, if necessary.

6. Notification of Legal Requests: If legally permissible, the Contractor shall contact the
Purchasing Entity upon receipt of any electronic discovery, litigation holds, discovery searches
and expert testimonies related to the Purchasing Entity’s data under the Master Agreement, or
which in any way might reasonably require access to the data of the Purchasing Entity. The
Contractor shall not respond to subpoenas, service of process and other legal requests related
to the Purchasing Entity without first notifying and obtaining the approval of the Purchasing
Entity, unless prohibited by law. .

7. Termination and Suspension of Service:

a. Inthe event of a termination of the Master Agreement or applicable Participating
Addendum, the Contractor shall implement an orderly return of purchasing entity’s data in
a CSV or another mutually agreeable format at a time agreed to by the parties or allow the
Purchasing Entity to extract it's data and the subsequent secure disposal of purchasing
entity’s data.

b. During any period of service suspension, the Contractor shall not take any action to
intentionally erase or otherwise dispose of any of the Purchasing Entity’s data.

c. Inthe event of termination of any services or agreement in entirety, the Contractor shall
not take any action to intentionally erase purchasing entity’s data for a period of:

* 10 days after the effective date of termination, if the termination is in
accordance with the contract period

¢ 30 days after the effective date of termination, if the termination is for
convenience
s « 60 days after the effective date of termination, if the termination is for cause

After such period, the Contractor shall have no obligation to maintain or provide any
purchasing entity’s data and shall thereafter, unless legally prohibited, delete all purchasing
entity’s data in its systems or otherwise in its possession or under its control.

d. The purchasing entity shall be entitled to any post termination assistance generally
made available with respect to the services, unless a unique data retrieval arrangement has
been established as part of an SLA.

e. Upon termination of the Services or the Agreement in its entirety, Contractor shall
securely dispose of all Purchasing Entity’s data in all of its forms, such as disk, CD/ DVD,



8.

10.

11.

12.

backup tape and paper, unless stipulated otherwise by the Purchasing Entity. Data shall be
permanently deleted and shall not be recoverable, according to National Institute of
Standards and Technology (NIST)-approved methods. Certificates of destruction shall be
provided to the Purchasing Entity.

Background Checks: Upon the request of the Purchasing Entity, the Contractor shall conduct
criminal background checks and not utilize any staff, including subcontractors, to fulfill the
obligations of the Master Agreement who have been convicted of any crime of dishonesty,
including but not limited to criminal fraud, or otherwise convicted of any felony or
misdemeanor offense for which incarceration for up to 1 year is an authorized penalty. The
Contractor shall promote and maintain an awareness of the importance of securing the
Purchasing Entity’s information among the Contractor’s employees and agents. If any of the
stated personnel providing services under a Participating Addendum is not acceptable to the
Purchasing Entity in its sole opinion as a result of the background or criminal history
investigation, the Purchasing Entity, in its’ sole option shall have the right to either (1) request
immediate replacement of the person, or (2) immediately terminate the Participating
Addendum and any related service agreement.

Access to Security Logs and Reports: The Contractor shall provide reports on a schedule
specified in the SLA to the Purchasing Entity in a format as specified in the SLA agreed to by
both the Contractor and the Purchasing Entity. Reports shall include latency statistics, user
access, user access IP address, user access history and security logs for all public jurisdiction files
related to this Master Agreement and applicable Participating Addendum.

Contract Audit: The Contractor shall allow the Purchasing Entity to audit conformance to the
Master Agreement terms. The Purchasing Entity may perform this audit or contract with a third
party at its discretion and at the Purchasing Entity’s expense.

Data Center Audit: The Contractor shall perform an independent audit of its data centers at
least annually at its expense, and provide an unredacted version of the audit report upon
request to a Purchasing Entity. The Contractor may remove its proprietary information from the
unredacted version. A Service Organization Control (SOC) 2 audit report or approved equivalent
sets the minimum level of a third-party audit.

Change Control and Advance Notice: The Contractor shall give a minimum forty eight (48) hour
advance notice (or as determined by a Purchasing Entity and included in the SLA) to the
Purchasing Entity of any upgrades (e.g., major upgrades, minor upgrades, system changes) that
may impact service availability and performance. A major upgrade is a replacement of
hardware, software or firmware with a newer or better version in order to bring the system up
to date or to improve its characteristics. It usually includes a new version number.

Contractor will make updates and upgrades available to Purchasing Entity at no additional costs
when Contractor makes such updates and upgrades generally available to its users.



No update, upgrade or other charge to the Service may decrease the Service’s functionality,

adversely affect Purchasing Entity’s use of or access to the Service, or increase the cost of the
Service to the Purchasing Entity.

Contractor will notify the Purchasing Entity at least sixty (60) days in advance prior to any major
update or upgrade.

13.

14.

15

16.

17.

18.

Security: As requested by a Purchasing Entity, the Contractor shall disclose its non-proprietary
system security plans (SSP) or security processes and technical limitations to the Purchasing
Entity such that adequate protection and flexibility can be attained between the Purchasing
Entity and the Contractor. For example: virus checking and port sniffing — the Purchasing Entity
and the Contractor shall understand each other’s roles and responsibilities.

Non-disclosure and Separation of Duties: The Contractor shall enforce separation of job duties,
require commercially reasonable non-disclosure agreements, and limit staff knowledge of
Purchasing Entity data to that which is absolutely necessary to perform job duties.

. Import and Export of Data: The Purchasing Entity shall have the ability to import or export data

in piecemeal or in entirety at its discretion without interference from the Contractor at any time
during the term of Contractor’s contract with the Purchasing Entity. This includes the ability for
the Purchasing Entity to import or export data to/from other Contractors. Contractor shall
specify if Purchasing Entity is required to provide its’ own tools for this purpose, including the
optional purchase of Contractors tools if Contractors applications are not able to provide this
functionality directly.

Responsibilities and Uptime Guarantee: The Contractor shall be responsible for the acquisition
and operation of all hardware, software and network support related to the services being
provided. The technical and professional activities required for establishing, managing and
maintaining the environments are the responsibilities of the Contractor. The system shall be
available 24/7/365 (with agreed-upon maintenance downtime), and provide service to
customers as defined in the SLA.

Subcontractor Disclosure: Contractor shall identify all of its strategic business partners related
to services provided under this Master Agreement, including but not limited to all
subcontractors or other entities or individuals who may be a party to a joint venture or similar
agreement with the Contractor, and who shall be involved in any application development
and/or operations.

Right to Remove Individuals: The Purchasing Entity shall have the right at any time to require
that the Contractor remove from interaction with Purchasing Entity any Contractor
representative who the Purchasing Entity believes is detrimental to its working relationship with
the Contractor. The Purchasing Entity shall provide the Contractor with notice of its
determination, and the reasons it requests the removal. If the Purchasing Entity signifies that a
potential security violation exists with respect to the request, the Contractor shall immediately
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remove such individual. The Contractor shall not assign the person to any aspect of the Master
Agreement or future work orders without the Purchasing Entity’s consent.

Business Continuity and Disaster Recovery: The Contractor shall provide a business continuity
and disaster recovery plan upon request and ensure that the Purchasing Entity’s recovery time
objective (RTO) of XXX hours/days is met. (XXX hour/days shall be provided to Contractor by the
Purchasing Entity.) Contractor must work with the Purchasing Entity to perform an annual
Disaster Recovery test and take action to correct any issues detected during the test in a time
frame mutually agreed between the Contractor and the Purchasing Entity.

20. Compliance with Accessibility Standards: The Contractor shall comply with and adhere to

21.

22

23.

Accessibility Standards of Section 508 Amendment to the Rehabilitation Act of 1973, or any
other state laws or administrative regulations identified by the Participating Entity.

Webh Services: The Contractor shall use Web services exclusively to interface with the
Purchasing Entity’s data in near real time.

. Encryption of Data at Rest: The Contractor shall ensure hard drive encryption consistent with

validated cryptography standards as referenced in FIPS 140-2, Security Requirements for
Cryptographic Modules for all Personal Data, unless the Purchasing Entity approves in writing
for the storage of Personal Data on a Contractor portable device in order to accomplish work as
defined in the statement of work.

Subscription Terms: Contractor grants to a Purchasing Entity a license to: (i) access and use the

Service for its business purposes; (ii) for Saa$, use underlying software as embodied or used in the
Service; and (iii) view, copy, upload and download (where applicable), and use Contractor’s
documentation.

No Contractor terms, including standard click through license or website terms or use of privacy

policy, shall apply to Purchasing Entities unless such terms are included in this Master Agreement.



Exhibit 2 to the Master Agreement: Platform-as-a-Service

1.

Data Ownership: The Purchasing Entity will own all right, title and interest in its data that is
related to the Services provided by this Master Agreement. The Contractor shall not access
Purchasing Entity user accounts or Purchasing Entity data, except (1) in the course of data
center operations, (2) in response to service or technical issues, (3) as required by the express
terms of this Master Agreement, Participating Addendum, SLA, and/or other contract
documents, or (4) at the Purchasing Entity’s written request.

Contractor shall not collect, access, or use user-specific Purchasing Entity Data except as strictly
necessary to provide Service to the Purchasing Entity. No information regarding a Purchasing
Entity’s use of the Service may be disclosed, provided, rented or sold to any third party for any
reason unless required by law or regulation or by an order of a court of competent jurisdiction. This
obligation shall survive and extend beyond the term of this Master Agreement.

2. Data Protection: Protection of personal privacy and data shall be an integral part of the

business activities of the Contractor to ensure there is no inappropriate or unauthorized use of
Purchasing Entity information at any time. To this end, the Contractor shall safeguard the
confidentiality, integrity and availability of Purchasing Entity information and comply with the
following conditions:

. The Contractor shall implement and maintain appropriate administrative, technical and

organizational security measures to safeguard against unauthorized access, disclosure or
theft of Personal Data and Non-Public Data. Such security measures shall be in
accordance with recognized industry practice and not less stringent than the measures
the Contractor applies to its own Personal Data and Non-Public Data of similar kind.

. All data obtained by the Contractor in the performance of the Master Agreement shall

become and remain the property of the Purchasing Entity.

. All Personal Data shall be encrypted at rest and in transit with controlled access. Unless

otherwise stipulated, the Contractor is responsible for encryption of the Personal Data.
Any stipulation of responsibilities will identify specific roles and responsibilities and shall
be included in the service level agreement (SLA), or otherwise made a part of the Master
Agreement.

. Unless otherwise stipulated, the Contractor shall encrypt all Non-Public Data at rest and

in transit. The Purchasing Entity shall identify data it deems as Non-Public Data to the
Contractor. The level of protection and encryption for all Non-Public Data shall be
identified in the SLA.

e. At no time shall any data or processes — that either belong to or are intended for the use

of a Purchasing Entity or its officers, agents or employees — be copied, disclosed or
retained by the Contractor or any party related to the Contractor for subsequent use in
any transaction that does not include the Purchasing Entity.



f. The Contractor shall not use any information collected in connection with the Services
issued from this Master Agreement for any purpose other than fulfilling the Services.

3. Data Location: The Contractor shall provide its services to the Purchasing Entity and its end
users solely from data centers in the U.S. Storage of Purchasing Entity data at rest shall be
located solely in data centers in the U.S. The Contractor shall not allow its personnel or
contractors to store Purchasing Entity data on portable devices, including personal computers,
except for devices that are used and kept only at its U.S. data centers. The Contractor shall
permit its personnel and contractors to access Purchasing Entity data remotely only as required
to provide technical support. The Contractor may provide technical user support on a 24/7 basis
using a Follow the Sun model, unless otherwise prohibited in a Participating Addendum.

4, Security Incident or Data Breach Notification: The Contractor shall inform the Purchasing Entity
of any security incident or data breach within the possession and control of the Contractor and
related to the service provided under the Master Agreement, Participating Addendum, or SLA.
Such notice shall include, to the best of Contractor’s knowledge at that time, the persons
affected, their identities, and the Confidential Information and Data disclosed, or shall include if
this information is unknown.

a. Incident Response: The Contractor may need to communicate with outside parties
regarding a security incident, which may include contacting law enforcement, fielding
media inquiries and seeking external expertise as mutually agreed upon, defined by law
or contained in the Master Agreement, Participating Addendum, or SLA. Discussing
security incidents with the Purchasing Entity should be handled on an urgent as-needed
basis, as part of Contractor’'s communication and mitigation processes as mutually
agreed, defined by law or contained in the Master Agreement, Participating Addendum,
or SLA.

b. Security Incident Reporting Requirements: Unless otherwise stipulated, the Contractor
shall immediately report a security incident related to its service under the Master
Agreement, Participating Addendum, or SLA to the appropriate Purchasing Entity.

¢. Breach Reporting Requirements: If the Contractor has actual knowledge of a confirmed
data breach that affects the security of any Purchasing Entity data that is subject to
applicable data breach notification law, the Contractor shall (1) promptly notify the
appropriate Purchasing Entity within 48 hours or sooner, unless shorter time is required
by applicable law, and (2) take commaercially reasonable measures to address the data
breach in a timely manner

5. Breach Responsibilities: This section only applies when a Data Breach occurs with respect to
Personal Data within the possession or control of the Contractor.

a. The Contractor, unless stipulated otherwise, shall immediately notify the appropriate
Purchasing Entity identified contact by telephone in accordance with the agreed upon
security plan or security procedures if it reasonably believes there has been a security
incident.



b. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate
Purchasing Entity identified contact within 24 hours or sooner by telephone, unless
shorter time is required by applicable law, if it has confirmed that there is, or reasonably
believes that there has been a data breach. The Contractor shall (1) cooperate with the
Purchasing Entity as reasonably requested by the Purchasing Entity to investigate and
resolve the data breach, (2) promptly implement necessary remedial measures, if
necessary, and (3) document responsive actions taken related to the data breach,
including any post-incident review of events and actions taken to make changes in
business practices in providing the services, if necessary.

6. Notification of Legal Requests: If legally permissible, the Contractor shall contact the
Purchasing Entity upon receipt of any electronic discovery, litigation holds, discovery searches
and expert testimonies related to the Purchasing Entity’'s data under the Master Agreement, or
which in any way might reasonably require access to the data of the Purchasing Entity. The
Contractor shall not respond to subpoenas, service of process and other legal requests related
to the Purchasing Entity without first notifying and obtaining the approval of the Purchasing
Entity, unless prohibited by law.

7. Termination and Suspension of Service:

a. In the event of an early termination of the Master Agreement, Participating or SLA,
Contractor shall allow for the Purchasing Entity to retrieve its digital content and provide
for the subsequent secure disposal of the Purchasing Entity’s digital content.

b. During any period of service suspension, the Contractor shall not take any action to
intentionally erase or otherwise dispose of any of the Purchasing Entity’s data.

c. In the event of early termination of any Services or agreement in entirety, the Contractor
shall not take any action to intentionally erase any Purchasing Entity’s data for a period
of 1) 45 days after the effective date of termination, if the termination is for
convenience; or 2) 60 days after the effective date of termination, if the termination is
for cause. After such day period, the Contractor shall have no obligation to maintain or
provide any Purchasing Entity data and shall thereafter, unless legally prohibited, delete
all Purchasing Entity data in its systems or otherwise in its possession or under its control.
In the event of either termination for cause, the Contractor will impose no fees for access
and retrieval of digital content to the Purchasing Entity.

d. The Purchasing Entity shall be entitled to any post termination assistance generally made
available with respect to the services, unless a unique data retrieval arrangement has
been established as part of an SLA.

e. Upon termination of the Services or the Agreement in its entirety, Contractor shall
securely dispose of all Purchasing Entity’s data in all of its forms, such as disk, CD/ DVD,
backup tape and paper, unless stipulated otherwise by the Purchasing Entity. Data shall
be permanently deleted and shall not be recoverable, according to National Institute of



Standards and Technology (NIST)-approved methods. Certificates of destruction shall be
provided to the Purchasing Entity.

8. Background Checks:

a. Upon the request of the Purchasing Entity, the Contractor shall conduct criminal
background checks and not utilize any staff, including subcontractors, to fulfill the
obligations of the Master Agreement who have been convicted of any crime of
dishonesty, including but not limited to criminal fraud, or otherwise convicted of any
felony or misdemeanor offense for which incarceration for up to 1 year is an authorized
penalty. The Contractor shall promote and maintain an awareness of the importance of
securing the Purchasing Entity’s information among the Contractor’s employees and
agents.

b. The Contractor and the Purchasing Entity recognize that security responsibilities are
shared. The Contractor is responsible for providing a secure infrastructure. The
Purchasing Entity is responsible for its secure guest operating system, firewalls and other
logs captured within the guest operating system. Specific shared responsibilities are
identified within the SLA.

c. If any of the stated personnel providing services under a Participating Addendum is not
acceptable to the Purchasing Entity in its sole opinion as a result of the background or
criminal history investigation, the Purchasing Entity, in its’ sole option shall have the right
to either (1) request immediate replacement of the person, or (2) immediately terminate
the Participating Addendum and any related service agreement.

9. Access to Security Logs and Reports:

a. The Contractor shall provide reports on a schedule specified in the SLA to the Purchasing
Entity in a format as specified in the SLA and agreed to by both the Contractor and the
Purchasing Entity. Reports will include latency statistics, user access, user access |IP address,
user access history and security logs for all Purchasing Entity files related to the Master
Agreement, Participating Addendum, or SLA.

b. The Contractor and the Purchasing Entity recognize that security responsibilities are
shared. The Contractor is responsible for providing a secure infrastructure. The
Purchasing Entity is responsible for its secure guest operating system, firewalls and other
logs captured within the guest operating system. Specific shared responsibilities are
identified within the SLA.

10. Contract Audit: The Contractor shall allow the Purchasing Entity to audit conformance to the
Master Agreement terms. The Purchasing Entity may perform this audit or contract with a third
party at its discretion and at the Purchasing Entity’s expense.

11. Data Center Audit: The Contractor shall perform an independent audit of its data centers at
least annually at its expense, and provide an unredacted version of the audit report upon



12.

request to a Purchasing Entity. The Contractor may remove its proprietary information from the
unredacted version. A Service Organization Control (SOC) 2 audit report or approved equivalent
sets the minimum level of a third-party audit.

Change Control and Advance Notice: The Contractor shall give a minimum forty eight (48) hour
advance notice (or as determined by a Purchasing Entity and included in the SLA) to the
Purchasing Entity of any upgrades (e.g., major upgrades, minor upgrades, system changes) that
may impact service availability and performance. A major upgrade is a replacement of
hardware, software or firmware with a newer or better version in order to bring the system up
to date or to improve its characteristics. It usually includes a new version number.

Contractor will make updates and upgrades available to Purchasing Entity at no additional costs
when Contractor makes such updates and upgrades generally available to its users.

No update, upgrade or other charge to the Service may decrease the Service’s functionality,
adversely affect Purchasing Entity’s use of or access to the Service, or increase the cost of the
Service to the Purchasing Entity.

Contractor will notify the Purchasing Entity at least sixty (60) days in advance prior to any major
update or upgrade.

13.

14.

15.

16.

Security: As requested by a Purchasing Entity, the Contractor shall disclose its non-proprietary
system security plans (SSP) or security processes and technical limitations to the Purchasing
Entity such that adequate protection and flexibility can be attained between the Purchasing
Entity and the Contractor. For example: virus checking and port sniffing — the Purchasing Entity
and the Contractor shall understand each other’s roles and responsibilities.

Non-disclosure and Separation of Duties: The Contractor shall enforce separation of job duties,
require commercially reasonable non-disclosure agreements, and limit staff knowledge of
Purchasing Entity data to that which is absolutely necessary to perform job duties.

Import and Export of Data: The Purchasing Entity shall have the ability to import or export data
in piecemeal or in entirety at its discretion without interference from the Contractor at any time
during the term of Contractor’s contract with the Purchasing Entity. This includes the ability for
the Purchasing Entity to import or export data to/from other Contractors. Contractor shall
specify if Purchasing Entity is required to provide its” own tools for this purpose, including the
optional purchase of Contractors tools if Contractors applications are not able to provide this
functionality directly.

Responsibilities and Uptime Guarantee: The Contractor shall be responsible for the acquisition
and operation of all hardware, software and network support related to the services being
provided. The technical and professional activities required for establishing, managing and
maintaining the environments are the responsibilities of the Contractor. The system shall be
available 24/7/365 (with agreed-upon maintenance downtime), and provide service to
customers as defined in the SLA.



17.

18.

19.

20.

21.

22.

Subcontractor Disclosure: Contractor shall identify all of its strategic business partners related
to services provided under this Master Agreement, including but not limited to all
subcontractors or other entities or individuals who may be a party to a joint venture or similar
agreement with the Contractor, and who shall be involved in any application development
and/or operations.

Business Continuity and Disaster Recovery: The Contractor shall provide a business continuity
and disaster recovery plan upon request and ensure that the Purchasing Entity’s recovery time
objective (RTQ) of XXX hours/days is met. (XXX hour/days shall be provided to Contractor by the
Purchasing Entity.) Contractor must work with the Purchasing Entity to perform an annual
Disaster Recovery test and take action to correct any issues detected during the test in a time
frame mutually agreed between the Contractor and the Purchasing Entity.

Compliance with Accessibility Standards: The Contractor shall comply with and adhere to
Accessibility Standards of Section 508 Amendment to the Rehabilitation Act of 1973 or any
other state laws or administrative regulations identified by the Participating Entity..

Web Services: The Contractor shall use Web services exclusively to interface with the
Purchasing Entity’s data in near real time.

Encryption of Data at Rest: The Contractor shall ensure hard drive encryption consistent with
validated cryptography standards as referenced in FIPS 140-2, Security Requirements for
Cryptographic Modules for all Personal Data as identified in the SLA, unless the Contractor
presents a justifiable position that is approved by the Purchasing Entity that Personal Data, is
required to be stored on a Contractor portable device in order to accomplish work as defined in
the scope of work.

Subscription Terms: Contractor grants to a Purchasing Entity a license to: (i) access and use the

Service for its business purposes; (ii) for PaaS, use underlying software as embodied or used in the
Service; and (iii) view, copy, upload and download (where applicable), and use Contractor’s

documentation.

No Contractor terms, including standard click through license or website terms or use of privacy
policy, shall apply to Purchasing Entities unless such terms are included in this Master Agreement.



Exhibit 3 to the Master Agreement: Infrastructure-as-a-Service

1. Data Ownership: The Purchasing Entity will own all right, title and interest in its data that is
related to the Services provided by this Master Agreement. The Contractor shall not access
Purchasing Entity user accounts or Purchasing Entity data, except (1) in the course of data
center operations, (2) in response to service or technical issues, (3) as required by the express
terms of this Master Agreement, Participating Addendum, SLA, and/or other contract
documents, or (4) at the Purchasing Entity’s written request.

Contractor shall not collect, access, or use user-specific Purchasing Entity Data except as strictly
necessary to provide Service to the Purchasing Entity. No information regarding a Purchasing
Entity’s use of the Service may be disclosed, provided, rented or sold to any third party for any
reason unless required by law or regulation or by an order of a court of competent jurisdiction. This
obligation shall survive and extend beyond the term of this Master Agreement.

2. Data Protection: Protection of personal privacy and data shall be an integral part of the
business activities of the Contractor to ensure there is no inappropriate or unauthorized use of
Purchasing Entity information at any time. To this end, the Contractor shall safeguard the
confidentiality, integrity and availability of Purchasing Entity information and comply with the
following conditions:

a. The Contractor shall implement and maintain appropriate administrative, technical and
organizational security measures to safeguard against unauthorized access, disclosure or
theft of Personal Data and Non-Public Data. Such security measures shall be in accordance
with recognized industry practice and not less stringent than the measures the Contractor
applies to its own Personal Data and Non-Public Data of similar kind.

b. All data obtained by the Contractor in the performance of the Master Agreement shall
become and remain the property of the Purchasing Entity.

¢. All Personal Data shall be encrypted at rest and in transit with controlled access. Unless
otherwise stipulated, the Contractor is responsible for encryption of the Personal Data. Any
stipulation of responsibilities will identify specific roles and responsibilities and shall be
included in the service level agreement {SLA), or otherwise made a part of the Master
Agreement.

d. Unless otherwise stipulated, the Contractor shall encrypt all Non-Public Data at rest and
in transit. The Purchasing Entity shall identify data it deems as Non-Public Data to the
Contractor. The level of protection and encryption for all Non-Public Data shall be identified
in the SLA.

e. Atno time shall any data or processes — that either belong to or are intended for the
use of a Purchasing Entity or its officers, agents or employees — be copied, disclosed or
retained by the Contractor or any party related to the Contractor for subsequent use in any
transaction that does not include the Purchasing Entity.



f. The Contractor shall not use any information collected in connection with the Services
issued from this Master Agreement for any purpose other than fulfilling the Services.

3. Data Location: The Contractor shall provide its services to the Purchasing Entity and its end
users solely from data centers in the U.S. Storage of Purchasing Entity data at rest shall be
located solely in data centers in the U.S. The Contractor shall not allow its personnel or
contractors to store Purchasing Entity data on portable devices, including personal computers,
except for devices that are used and kept only at its U.S. data centers. The Contractor shall
permit its personnel and contractors to access Purchasing Entity data remotely only as required
to provide technical support. The Contractor may provide technical user support on a 24/7 basis
using a Follow the Sun model, unless otherwise prohibited in a Participating Addendum.

4, Security Incident or Data Breach Notification: The Contractor shall inform the Purchasing Entity
of any security incident or data breach related to Purchasing Entity’s Data within the possession
or control of the Contractor and related to the service provided under the Master Agreement,
Participating Addendum, or SLA. Such notice shall include, to the best of Contractor’s
knowledge at that time, the persons affected, their identities, and the Confidential Information
and Data disclosed, or shall include if this information is unknown.

a. Security Incident Reporting Requirements: The Contractor shall report a security
incident to the Purchasing Entity identified contact immediately as soon as possible or
promptly without out reasonable delay, or as defined in the SLA.

b. Breach Reporting Requirements: If the Contractor has actual knowledge of a confirmed
data breach that affects the security of any purchasing entity’s content that is subject to
applicable data breach notification law, the Contractor shall (1) as soon as possible or
promptly without out reasonable delay notify the Purchasing Entity, unless shorter time is
required by applicable law, and (2) take commercially reasonable measures to address the
data breach in a timely manner.

5. Breach Responsibilities: This section only applies when a Data Breach occurs with respect to
Personal Data within the possession or control of the Contractor and related to the service
provided under the Master Agreement, Participating Addendum, or SLA.

a. The Contractor, unless stipulated otherwise, shall immediately notify the appropriate
Purchasing Entity identified contact by telephone in accordance with the agreed upon
security plan or security procedures if it reasonably believes there has been a security
incident.

b. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate
Purchasing Entity identified contact within 48 hours or sooner by telephone, unless shorter
time is required by applicable law, if it has confirmed that there is, or reasonably believes
that there has been a data breach. The Contractor shall (1) cooperate with the Purchasing
Entity as reasonably requested by the Purchasing Entity to investigate and resolve the Data
Breach, (2) promptly implement necessary remedial measures, if necessary, and (3)
document responsive actions taken related to the Data Breach, including any post-incident



review of events and actions taken to make changes in business practices in providing the
services, if necessary.

6. Notification of Legal Requests: If legally permissible, the Contractor shall contact the
Purchasing Entity upon receipt of any electronic discovery, litigation holds, discovery searches
and expert testimonies related to the Purchasing Entity’s data under the Master Agreement, or
which in any way might reasonably require access to the data of the Purchasing Entity. The
Contractor shall not respond to subpoenas, service of process and other legal requests related
to the Purchasing Entity without first notifying and obtaining the approval of the Purchasing
Entity, unless prohibited by law.

7. Termination and Suspension of Service:

a. Inthe event of an early termination of the Master Agreement, Participating or SLA,
Contractor shall allow for the Purchasing Entity to retrieve its digital content and provide
for the subsequent secure disposal of the Purchasing Entity’s digital content.

b. During any period of service suspension, the Contractor shall not take any action to
intentionally erase or otherwise dispose of any of the Purchasing Entity’s data.

c. Inthe event of early termination of any Services or agreement in entirety, the
Contractor shall not take any action to intentionally erase any Purchasing Entity’s data for a
period of 1) 45 days after the effective date of termination, if the termination is for
convenience; or 2) 60 days after the effective date of termination, if the termination is for
cause. After such day period, the Contractor shall have no obligation to maintain or provide
any Purchasing Entity data and shall thereafter, unless legally prohibited, delete all
Purchasing Entity data in its systems or otherwise in its possession or under its control. In
the event of either termination for cause, the Contractor will impose no fees for access and
retrieval of digital content to the Purchasing Entity.

d. The Purchasing Entity shall be entitled to any post termination assistance generally
made available with respect to the services, unless a unique data retrieval arrangement has
been established as part of an SLA.

e. Upon termination of the Services or the Agreement in its entirety, Contractor shall
securely dispose of all Purchasing Entity’s data in all of its forms, such as disk, CD/ DVD,
backup tape and paper, unless stipulated otherwise by the Purchasing Entity. Data shall be
permanently deleted and shall not be recoverable, according to National Institute of
Standards and Technology (NIST)-approved methods. Certificates of destruction shall be
provided to the Purchasing Entity.

8. Background Checks:

a. Upon the request of the Purchasing Entity, the Contractor shall conduct criminal
background checks and not utilize any staff, including subcontractors, to fulfill the
obligations of the Master Agreement who have been convicted of any crime of dishonesty,



including but not limited to criminal fraud, or otherwise convicted of any felony or
misdemeanor offense for which incarceration for up to 1 year is an authorized penalty. The
Contractor shall promote and maintain an awareness of the importance of securing the
Purchasing Entity’s information among the Contractor's employees and agents.

b. The Contractor and the Purchasing Entity recognize that security responsibilities are
shared. The Contractor is responsible for providing a secure infrastructure. The Purchasing
Entity is responsible for its secure guest operating system, firewalls and other logs captured
within the guest operating system. Specific shared responsibilities are identified within the
SLA.

c. If any of the stated personnel providing services under a Participating Addendum is not
acceptable to the Purchasing Entity in its sole opinion as a result of the background or
criminal history investigation, the Purchasing Entity, in its’ sole option shall have the right
to either (1) request immediate replacement of the person, or (2) immediately terminate
the Participating Addendum and any related service agreement.

9. Access to Security Logs and Reports:

a. The Contractor shall provide reports on a schedule specified in the SLA to the Contractor
directly related to the infrastructure that the Contractor controls upon which the
Purchasing Entity’s account resides. Unless otherwise agreed to in the SLA, the Contractor
shall provide the public jurisdiction a history or all API calls for the Purchasing Entity
account that includes the identity of the API caller, the time of the API call, the source IP
address of the API caller, the request parameters and the response elements returned by
the Contractor. The report will be sufficient to enable the Purchasing Entity to perform
security analysis, resource change tracking and compliance auditing

b. The Contractor and the Purchasing Entity recognize that security responsibilities are
shared. The Contractor is respensible for providing a secure infrastructure. The Purchasing
Entity is responsible for its secure guest operating system, firewalls and other logs captured
within the guest operating system. Specific shared responsibilities are identified within the
SLA.

10. Contract Audit: The Contractor shall allow the Purchasing Entity to audit conformance to the
Master Agreement terms. The Purchasing Entity may perform this audit or contract with a third
party at its discretion and at the Purchasing Entity’s expense.

11. Data Center Audit: The Contractor shall perform an independent audit of its data centers at
least annually and at its own expense, and provide an unredacted version of the audit report
upon request. The Contractor may remove its proprietary information from the unredacted
version. For example, a Service Organization Control (SOC) 2 audit report would be sufficient.

12. Change Control and Advance Notice: The Contractor shall give a minimum forty eight (48) hour
advance notice (or as determined by a Purchasing Entity and included in the SLA) to the
Purchasing Entity of any upgrades (e.g., major upgrades, minor upgrades, system changes) that



may impact service availability and performance. A major upgrade is a replacement of
hardware, software or firmware with a newer or better version in order to bring the system up
to date or to improve its characteristics. It usually includes a new version number.

Contractor will make updates and upgrades available to Purchasing Entity at no additional costs
when Contractor makes such updates and upgrades generally available to its users.

No update, upgrade or other charge to the Service may decrease the Service’s functionality,
adversely affect Purchasing Entity’s use of or access to the Service, or increase the cost of the
Service to the Purchasing Entity.

Contractor will notify the Purchasing Entity at least sixty (60) days in advance prior to any major
update or upgrade,

13.

14.

15.

16.

17.

Security: As requested by a Purchasing Entity, the Contractor shall disclose its non-proprietary
system security plans (SSP) or security processes and technical limitations to the Purchasing
Entity such that adequate protection and flexibility can be attained between the Purchasing
Entity and the Contractor. For example: virus checking and port sniffing — the Purchasing Entity
and the Contractor shall understand each other’s roles and responsibilities.

Non-disclosure and Separation of Duties: The Contractor shall enforce separation of job duties,
require commercially reasonable non-disclosure agreements, and limit staff knowledge of
Purchasing Entity data to that which is absolutely necessary to perform job duties.

Import and Export of Data: The Purchasing Entity shall have the ability to import or export data
in piecemeal or in entirety at its discretion without interference from the Contractor at any time
during the term of Contractor’s contract with the Purchasing Entity. This includes the ability for
the Purchasing Entity to import or export data to/from other Contractors. Contractor shall
specify if Purchasing Entity is required to provide its’ own tools for this purpose, including the
optional purchase of Contractors tools if Contractors applications are not able to provide this
functionality directly.

Responsibilities and Uptime Guarantee: The Contractor shall be responsible for the acquisition
and operation of all hardware, software and network support related to the services being
provided. The technical and professional activities required for establishing, managing and
maintaining the environments are the responsibilities of the Contractor. The system shall be
available 24/7/365 (with agreed-upon maintenance downtime), and provide service to
customers as defined in the SLA.

Subcontractor Disclosure: Contractor shall identify all of its strategic business partners related
to services provided under this Master Agreement, including but not limited to all
subcontractors or other entities or individuals who may be a party to a joint venture or similar
agreement with the Contractor, and who shall be involved in any application development
and/or operations.



18. Business Continuity and Disaster Recovery: The Contractor shall provide a business continuity
and disaster recovery plan upon request and ensure that the Purchasing Entity’s recovery time
objective (RTO) of XXX hours/days is met. (XXX hour/days shall be provided to Contractor by the
Purchasing Entity.) Contractor must work with the Purchasing Entity to perform an annual
Disaster Recovery test and take action to correct any issues detected during the test in a time
frame mutually agreed between the Contractor and the Purchasing Entity.

19. Subscription Terms: Contractor grants to a Purchasing Entity a license to: (i) access and use the
Service for its business purposes; (ii) for 1aaS, use underlying software as embodied or used in the
Service; and (iii) view, copy, upload and download (where applicable), and use Contractor’s
documentation.

No Contractor terms, including standard click through license or website terms or use of privacy policy,
shall apply to Purchasing Entities unless such terms are included in this Master Agreement via
amendment.



