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TO: Phyllis Head, Procurement Manager — Purchasing & Contracting

FROM: Angela Green, IT Business Officer - Innovation & Technology W

THROUGH: John A. Matelski, CIO & Director — Innovation & Technology ’“”*‘,’

THROUGH: Barry Puckett, Deputy Director — Innovation & Technology

RE: Microsoft Active Directory (AD) and Privileged Access Workstation {PAW)
Design and Implementation Services

DATE: February 26, 2019

The Department of Innovation and Technology requests P&C assistance in processing the
attached “MS Consulting Services Statement of Work Orders (SOW). The SOW’s are for the
design and implementation of Active Directory (AD), Office 365 Onboarding Services, and
Privileged Access Workstation (PAW) configurations.

The purpose of these projects is to design and implement an entirely new AD environment along
with migrating all employee AD accounts to the new AD system. The Office 365 Onboarding
Services is intended to migrate all existing AD accounts to the new Azure AD. Azure AD is an
integrated environment that includes synchronization between the new on-site AD and our new
cloud based Azure AD. The PAW design and implementation is intended to develop a fully
secure computer workstation environment for the sole purpose of conducting and providing on-
going administration for the new AD. The existing AD environment was designed and
implemented in 2002 — 2003 and is no longer supported by Microsoft. The domain functional
level is 2003 and is not capable of supporting the features we need to fully support our Office
3635, OneDrive, and directory synchronization requirements. In addition, because of our obsolete
AD many important services such as mobile device management and advanced computer
management capabilities are not possible. The advanced computer management features are
needed to provide efficient operating system image deployments for new computers and advance
patch management features for existing computers. The new AD environment is the last and final
step in fully implementing the modernization of the county email, office productivity, file
management, and AD systems,



We would like to utilize the State of Georgia Microsoft Premier Services Contract 9999-SPD-
MSFTSVCS-031815. The total cost of the design, migration, and implementation services are as
follows:

¢ Microsoft Active Directory Design and Implementation Services: $190,939.40

» User Account Migration Services: $392,000.00
¢ User Account Onboarding Services: $127,346.24
e Privileged Access Workstation Design and Implementation: $49,280.00

TOTAL COMMITMENT $759,566.08

Funding for this project will come from Capital Project Funds 100 - POETA
104717.81610.542201.01.602019 ($525,000.00) and Operating Funds ($234,566.08).

Please feel free to contact Barry Puckett at 404-637-4134 or Angela Green at 404-371-2374 with

any questions or concerns you may have.

Attachments: Statements of Work
Consulting Agreement



