OFFICE OF CIO & DIRECTOR
JOHN A. MATELSKI

Innovation 8 Technology

DeKalb County Government
3630 Camp Circle, Suite 201 | Decatur, GA 30032 | 404.371.6210

TO: Phyllis Head, Procurement Manager — Purchasing & Contracting
FROM: Angela Green, IT Business Officer — Innovation & Technology

THROUGH:  John Matelski, CIO/Director — Innovation & Technology
SUBJECT: Rapid 7 Insight IDR and Insight VM

DATE: August 14, 2020

DeKalb County Innovation and Technology Department is requesting Purchasing and Contracting’s
assistance in preparing a BOC agenda item with SHI International.

The SIEM (Insight IDR) will serve as a system of record (SOR) that will provide forensic log data
that can be used for root cause analysis (RCA) in the case of a cyber event. This platform is critical,
as the COVID-19 pandemic has magnified cybersecurity challenges that DeKalb County is faced
with. This solution will speed along the investigation and remediation process when an incident
occurs. InsightVM provides a fully available, scalable, and efficient way to collect vulnerability
data, provides answers to DolT Cyber, and minimizes risk by identifying and
forecasting vulnerabilities Without the Insight IDR and Insight VM, remediation and RCA efforts
significantly prevent our cyber staff and law enforcement from performing their jobs. The total
cost is $150,670.00 and we would like to utilize the State of Ga Contract 99999-SPD-
SPD0000060-0003. We solicited quotes from Insight, Dell, and SHI. SHI was the lowest, so we
are requesting to award to them.

The Information Technology Department requests that P&C submit an agenda item to the BOC at
the earliest date possible to ensure BOC approval.

This request is funded through the CIP CARES Funds.

If additional information is required, please contact Angela Green (404-371-2374).

cc: Barry Puckett
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